Event Report

Title of Activity*

Faculty Development Program

Organized by (School/Centre Name) *

School of Computer Applications &
Technology

Program Theme*

“Cyber Security Essentials” by CISCO

Date* 2" 6™ February 2026
Time* 9 am to 4 pm
ays
Faculty Development Program CFOF] en
Gisco Cybersecurity Essentials
Poster*
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YouTube/Facebook Link: (if live steamed or video
posted on FB/YT)

Instagram:
https://www.instagram.com/p/DUDYRtgj
xAd/?utm_source=ig_web_copy_link&igs
h=NTc4MTIwNj;Q2YQ;
https://www.linkedin.com/posts/school-of-
computer-applications-and-technology-gal
gotias-university-6165b7305_facultydevel
opmentprogram-cybersecurity-cisco-share
-7423221921842012160KhF?utm_source
=share&utm medium=member desktop&
rcm=ACoAAE3debIBxgocvdDdPljj VAW
BneVLIRTZ7¢Q

Twitter:
https://x.com/GalgotiasH47585/status/201
74591919261656787s=20

Social media link (promoting in any one
Facebook/Instagram/Twitter is mandatory)

https://www.netacad.com/courses/cyberse

curity-essentials?courseLang=en-US&inst
ance i1d=814f8f7d-a731-4e07-b964-d5989
c99e539

No. of Students* (only no. to be written, list in excel
or word should be maintained at department level as
proof for any further requirement)

0

No. of Faculty* (only no. to be written, list in excel
or word should be maintained at department level as
proof for any further requirement)

79

No. of External Participants (students+faculty)
[write NA if not applicable]

NA
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(Geotag) Photograph-1*

02/02/2026 02:04 pm GMT+5

(Geotag) Photograph-2

02/02/2026 02:05 pm GMT+5

Description (min 250 to max 800 words)*

Galgotias University, under the School of
Computer Applications and Technology
(SCAT), organized a Faculty Development
Program on “CISCO Cyber Security
Essentials”  from 2™- 6™ February
2026 at C-Block, Room No. 405

The objectives of this FDP were:
e To provide a strong foundation in

cybersecurity concepts and
terminology

e To explore common cyber threats,
vulnerabilities, and defence
mechanisms

e To introduce security technologies
such as encryption, firewalls, and
IDS/IPS

e To develop practical skills using
virtual labs and simulations
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e To enable faculty to integrate
cybersecurity modules into their
curriculum

Topics Covered
Day 1: Introduction to
Cybersecurity
e Evolution of cybersecurity
e Importance of cybersecurity in
digital era
Types of cyber threats and attacks
Cybersecurity job roles and
certifications
e Hands-on: Exploring
Cybersecurity Labs
Day 2: Attacks, Concepts &
Techniques
e Malware types (virus, worm,
ransomware, spyware)
Social engineering attacks
Phishing & password attacks
Network attack methods
Lab: Identifying vulnerabilities
and attack simulations
Day 3: Protecting Systems &
Networks
e CIA Triad (Confidentiality,
Integrity, Availability)
e Cryptography basics (hashing,
encryption, PKI)
e Firewalls, IDS, IPS
e Endpoint protection
e Lab: Configuring security controls
Day 4: Access Control & Risk
Management
e Authentication, Authorization,
Accounting (AAA)
Access control models
Risk assessment & mitigation
Security policies & compliance
Case study discussion
5: Cybersecurity Operations
Incident response process
Digital forensics basics
Security operations center (SOC)
Career pathways in cybersecurity
e FDP Assessment & Feedback
Closing Ceremony /Valedictory Session
The feedback from the participants was
overwhelmingly positive, highlighting the
practical utility of the hands-on sessions
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and the expertise of the resource persons.
Faculty members expressed increased
confidence in teaching complex cyber
security topics and implementing cyber
security labs for their students. The FDP
successfully achieved its goal of
enhancing faculty skills in a critical and
evolving domain.

Certificate are distributed to all the
participants after successfully completing
modules of assignments on the topic.

Attendance Sheet*

Report Submitted by (write faculty coordinator

name)

Dr. Neetu Sharma (Co-Convener)

SAMPLE CERTIFICATE

e Metworking
clsco Academy

(= GALGOTIAS

ST UNIVERSITY

This certificate is awarded to

Dr. Neetu Sharma

for successfully completing

Cybersecurity Essentials

offered by GALGOTIAS UNIVERSITY
through the Cisco Networking Academy program.

i

DR. NITIN PANDEY
Instructor
GALGOTIAS UNIVERSITY

Page 4 of 4

06 Feb 2026
Completion Date




